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 Informational Self-Determination
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“If anonymity of data is not entirely 
certain [...] individuals could be 
deprived of their autonomy (self-
determination) and could be object to 
the will and control of others.”

German Supreme Court (“Volkszählungsurteil”)
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<1> Purpose Binding
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<2> Deletion and Data Minimization
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<3> Consent
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“Sites should ask for identifying 
information, when there is some valid 
and defensible reason to do so. They 
should always ask for the minimum 
possible. They should keep it for the 
shortest possible time.”

Kim Cameron, Microsoft
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Consent

“Sites should askask for identifying information, when 
there ist some valid and defensible reason to do 
so. They should always askask for the minimum 
possible. They should keep it for the shortest 
possible time.”
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Purpose Binding

“Sites should ask for identifying information, when 
there is some valid and defensible reasondefensible reason to  do 
so. They should always ask for the minimum 
possible. They should keep it for the shortest 
possible time.”



www.prime-project.eu

Deletion and Minimization

“Sites should ask for identifying information, when 
ther ist some valid and defensible reason to do 
so. They should always ask for the minimum minimum 
possiblepossible. They should keep it for the shortest They should keep it for the shortest 
possible time.possible time.”
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“Maybe it is not the law that lacks 
behind technology but technology that 
lacks behind the law. The web 
sometimes makes it terribly hard to 
obey the law.”

Danny Weitzner, MIT
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Beyond basic principles:

Pseudonyms + Credentials
Anonymization Layer
Semantic Privacy Policies
Trusted User Interface: Informed Consent
Proof of (minimal) Attributes
Enforcement mechanisms
Data Track



www.prime-project.eu



www.prime-project.eu

www.prime-project.eu

prime@datenschutzzentrum.de


